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HIPAA” Policy #23-100.  See also, Policy 23-102, “Reporting and Notification of 
Breaches of Confidentiality.”  
 
PROCEDURES 
 

A. Any person may file a complaint: 
a. If he or she feels that DBHDD has violated an individual’s privacy rights;  
b. If he or she feels that DBHDD has committed another type of violation of 

the HIPAA Privacy Rule or Security Rule; 
c. If an individual requested access to or a copy of his or her clinical record 

and the request was denied;  
d. If an individual requested an amendment of his or her clinical record and 

the request was denied;   
e. About the privacy policies, practices, and procedures of DBHDD; OR  
f. About DBHDD’s compliance with its privacy policies, practices and 

procedures. 
 

B. Complaints must: 
a. be made in writing;  
b. name the DBHDD facility, program, or regional office against which the 

complaint is lodged; AND 
c. describe the acts or omissions which the complainant believes have 

violated the requirements of the Privacy or Security Rule. 
 

C. Complaints may be filed either directly to DBHDD or to the Secretary of the 
United States Department of Health and Human Services (HHS). 

 
D. Upon request, the DBHDD Office of Legal Services, a DBHDD hospital attorney, 

a Privacy Coordinator at the hospital or region, or the DBHDD Privacy Officer 
will provide forms and other information about the complaint process necessary 
to assist an individual wishing to file a complaint. DBHDD employees are not 
authorized to prepare complaints for anyone other than themselves.  Complaints 
to DBHDD or any of its facilities, regions or state operated services may be 
made on forms used locally for filing Human Rights complaints, or on the 
Privacy Complaint Report form (Attachment B).   

 
E. The DBHDD Privacy Officer for DBHDD, and the Privacy Coordinator for the 

facility, program, or regional office, are designated as the persons responsible 
for receiving complaints filed against DBHDD.  DBHDD maintains this 
designation within writing in this policy, in order to comply with the HIPAA 
Privacy Rule.  

 
F. If the complaint was made by someone other than the individual whose privacy 

rights are at issue, the individual’s guardian or agent in an Advance Directive, or 
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the parent of a minor individual, then the Privacy Coordinator or Privacy Officer 
will determine whether the complainant is authorized to receive confidential and 
protected health information of the individual.  If the complainant is not so 
authorized and the individual will not or cannot provide authorization for release 
of his/her information, correspondence with the complainant shall not disclose 
confidential protected health information of the individual.  The complainant may 
be informed whether the complaint was resolved, and the general nature of 
resolution to the extent that disclosure of PHI is not necessary.  When 
necessary, the Privacy Officer or the Office of Legal Services may provide 
guidance or assistance.  

 
G. Complaints to DBHDD must be:  

a. Copied to the Privacy Coordinator of the facility, program, or regional 
office, as well as to the Human Rights Committee of the facility or 
program, AND 

b. Reported on the Privacy Complaint Report form (Attachment B) and sent 
to the DBHDD Privacy Officer at the following address: 

 
  Privacy Officer 
  Department of Behavioral Health and Developmental Disabilities 
  2 Peachtree Street NW 
  Room 22.240 
  Atlanta, Georgia 30303-3142 

 
c. Acknowledged in writing by the Privacy Coordinator if received originally 

by a facility, program, or region, or by the Privacy Officer if received 
originally by the Department.  Although not required by the Privacy Rule, a 
written acknowledgement of receipt will be sent within ten (10) days of 
receipt, provided that adequate address information is available to permit 
the sending of a written acknowledgement.   

 
H. The Privacy Coordinator for the facility, program or region (or where applicable, 

the Privacy Officer) reviews all privacy complaints within two business days of 
receipt to determine whether there may be an urgent need to notify the individual 
of a possible breach, pursuant to the procedures of DBHDD Policy 23-102, 
“Reporting and Notification of Breaches of Confidentiality.” 

  
I. Privacy complaints shall be investigated promptly by the facility, program or 

region.  Complaints may be referred to the Human Rights Committee of a facility 
or program for investigation. Investigations shall be completed no later than 30 
days following the date of the complaint.  
 

J. The Privacy Officer of DBHDD may investigate or otherwise respond to 
complaints and recommend resolution where appropriate.  
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K. Following investigation, the facility, program or regional office shall complete a 

final report on the Privacy Complaint Report form (Attachment B), and report to 
the DBHDD Privacy  Officer: 

a. The resolution or disposition of a complaint, 
b. Whether a violation is discovered as the result of an investigation. (Submit 

the Privacy Violation Report, Attachment A), and 
c. Any steps taken, such as to mitigate violations.   

 
L. Complaints received by DBHDD but alleging a violation by a contracted provider 

of DBHDD will be referred to the provider for investigation. The regional office or 
other contract manager should follow usual policy regarding review of the 
investigation, requiring corrective action as necessary, and other steps for 
assuring compliance with confidentiality and HIPAA requirements in the 
provider’s contract or agreement. 
 

M. Though not required by the Privacy Rule, DBHDD will make available upon 
request sample forms and appropriate information to persons who wish to file 
complaints with the Secretary of HHS. Information on filing a complaint with the 
Secretary of HHS is available electronically at 
http://www.hhs.gov/ocr/privacy/hipaa/complaints/index.html 

A copy of the HHS complaint form is attached to this protocol (Attachment C)   
http://www.hhs.gov/ocr/privacy/hipaa/complaints/hipcomplaintform.pdf  

 
N. A complaint may be filed with the Secretary of HHS at the following address: 

Office for Civil Rights 
U.S. Department of Health and Human Services 
Sam Nunn Atlanta Federal Center, Suite 16T70 
61 Forsyth Street, S.W. 
Atlanta, GA 30303-8909 
  
OR:  
Office for Civil Rights 
U.S. Department of Health and Human Services 
200 Independence Avenue, S.W.  
Room 509F HHH Bldg.  
Washington, D.C. 20201 

 
O. Complaints filed directly with the Secretary of HHS must be filed within 180 days 

of the time the complainant became aware, or should have been aware, of the 
violation. 
 

P. If a DBHDD facility, program or regional office learns that a complaint has been 
made to the Secretary of HHS, staff shall: 

http://www.hhs.gov/ocr/privacy/hipaa/complaints/index.html
http://www.hhs.gov/ocr/privacy/hipaa/complaints/hipcomplaintform.pdf
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a. Submit a Privacy Complaint Report (Attachment B) to the DBHDD Privacy 
Officer with all available information, and 

b. Contact the DBHDD Privacy Officer for guidance as necessary in 
complying with the procedures for investigations by the Secretary of HHS, 
as set forth in 45 CFR Part 160, Subpart C, Compliance and 
Investigations, at 45 CFR §§ 160.300 et seq.  

 
Q. DBHDD and its facilities, programs, and regional offices may not intimidate, 

threaten, coerce, harass, discriminate against, discipline, or take other 
retaliatory action against any individual or other person for that individual’s or 
person’s: 

a. filing a complaint with DBHDD or its facilities, programs, or regional 
offices; with HHS; or with a contracted provider or business associate of 
DBHDD;  

b. testifying, assisting, or participating in an investigation, compliance review, 
proceeding, or hearing under the Privacy Rule; 

c. opposing any act or practice made unlawful by the HIPAA Privacy Rule, 
provided that the individual or person has a good faith belief that the 
practice opposed is unlawful, and the manner of opposition is reasonable 
and does not involved a disclosure of PHI in violation of the Privacy Rule; 
OR 

d. exercising any other right established by the Privacy Rule.   
 

R. DBHDD may not require an individual to waive his or her rights under the HIPAA 
Privacy rule as a condition for the provision of treatment, payment, or eligibility 
for benefits. 
 

S. DBHDD and its facilities, programs and regional offices must maintain records of 
complaints and their disposition for six (6) years, or longer according to other 
applicable authorities, following the disposition or last activity regarding the 
complaint. 

 
LEGAL REFERENCES: 
 
1. 45 CFR §§ § 160.306,  160.316, 164.502(j), , 164.524(d)(2)(iii), 164.526(d)(1)(iv) 
164.530(a),(d) and (e).  See 45 CFR § 164.520. 

2. OCGA §§ 37-3-149, 37-3-166, 37-4-109, 37-4-125, 37-7-149, and 37-7-166.  
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DEPARTMENT OF BEHAVIORAL HEALTH AND DEVELOPMENTAL DISABILITIES 

PRIVACY VIOLATION REPORT 
 
DATE:  _____________ 

 
TO:  Privacy Officer 
  Department of Behavioral Health and Developmental Disabilities 
  2 Peachtree Street NW, Room 22.240 
  Atlanta, GA  30303 
  hipaa@dbhdd.ga.gov 
 
THROUGH: _________________________________       _______________________________ 
          Facility/Program Administrator            Title 
 

FROM: DBHDD Facilities and Offices: 
  _________________________________        _______________________________ 
                  Privacy Coordinator               Coordinator’s Title and Work Unit 
  _________________________________         _______________________________ 
                             Facility                 Phone Number 
 
 OR: Business Associates: 

___________________________________________________________________________ 
    Name of Business Associate                  Address                            City, State, Zip Code  

                          _______________________________________    __________________________________    
                                        Contact Person’s Name & Title                        Contact Person’s Phone(s) & e-mail 

                  
Please report potential violations of the HIPAA Privacy Rule using this form.  Potential violations include 
unauthorized acquisition, access, use or disclosure of Protected Health Information (PHI).   
As required by DBHDD Privacy Policies, I hereby submit the following information regarding a possible 
violation of the HIPAA Privacy Rule. 
 
ALLEGED VIOLATION 
Initial Report  Yes   No        If this is an addendum, date of Initial Report:  __________   

Date of Discovery ________________ 

Actual Occurrence date, if known _________________ 

Number of individuals whose PHI was disclosed or involved: ___________ 

Type of Violation:  (check all that apply)  
 Theft     Loss     Improper Disposal     Hacking/IT incident      Unauthorized Access/Disclosure 

   Unknown      Currently Under Investigation      
 
Location(s) of violation: (check all that apply) 

 Laptop      Desktop Computer      Network Server      E-mail      Other portable electronic device  
 Electronic Medical Record    Paper     Currently Under Investigation      Other:________________ 

 
Type of PHI involved:  (check all that apply) 
SSN?   Yes No 
DOB?   Yes No 
Demographic information Yes  No    Describe type:_______________________________ 
Financial information        Yes  No    Describe type:_______________________________ 
Clinical information          Yes  No    Describe type: _______________________________ 
Other:_________________________________________________________________________       

      
      

      
      

            
               

      
      

  

  
      

      

mailto:hipaa@dbhdd.ga.gov
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____ Currently Under Investigation 

Description of the violation:   Include location of violation, description of how the violation occurred, 
additional information  regarding type of violation, type of media, and type of PHI involved.  Attach additional 
sheets if necessary. 

 
 
 
 

Safeguards in place prior to violation:  (check all that apply) 
 Firewalls     Packet Filtering (router-based)      Secure Browser Sessions      Strong Authentication        
 Encrypted Wireless    Physical Security     Logical Access Control     Anti-virus Software                       
 Intrusion Detection      Biometrics     Currently Under Investigation      Other: __________________ 

 
Violator’s Name, if known__________________________________________________ 
Violator’s Title, if known___________________________________________________ 
Number of previous similar violations for this violator_________ 
Number of previous similar violations within this work unit _________ 
 
ACTIONS TAKEN (check all that apply) 

 Security and/or Privacy Safeguards      Mitigation     Employee Sanctions      Policies and Procedures     
 Currently Under Investigation    Other: __________ 

Describe actions taken to mitigate any potentially harmful effects of the violation.    Attach additional sheets if 
necessary.  
 
 
 

 

Describe all actions taken to reduce the possibility of recurrence of this violation within this work unit.   Attach 
additional sheets if necessary.  

 
 
 
 

Has this incident been determined to be a violation?    Yes     No 
 
NOTIFICATION (IF REQUIRED) 
If a violation, has violation been determined to constitute a breach?   Yes     No 
Date of determination of breach:____________________ By whom:________________________________         
Notice of Breach to Individual(s) affected (if applicable):  Individual: ______________________Date:________ 
Address  or contact information where notification made:____________________________________________ 

Was Substitute Notice required?    Yes      No   
To whom:  _________________________________    Relationship to Individual:  ___________________           
Address or contact information:____________________________________________________________ 

Media Notice (if required): Date:___________ Time: _________ 
Media Name(s):________________________________  
Contact Person Name: _______________________Contact Person phone: ___________E-mail: _____________ 

Has a complaint been received or stated regarding this violation?  Yes     No    If so, please attach a copy.  
Has the complaint been resolved?  Yes     No     If so, please attach a copy of relevant documents  
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Date: 

 
TO:  Privacy Officer 
  Department of Behavioral Health and Developmental Disabilities 
  2 Peachtree Street NW, Room 22.240 
  Atlanta, GA  30303 
 
THROUGH: Privacy Coordinator  ___________________________________  
 Name 
 
FROM: _________________________   __________________________ 
  Reporter's name     Reporter's title and work unit 
  __________________________________________ ______________ 
  Work unit location (Facility)                     Phone No. 
 
 [  ]   Initial Report    [  ]  Final Report  
 
Date received:  
Date acknowledged:  
 
Basis for the complaint. Attach 
additional sheets if necessary. 
 

  

Is the complaint related to a 
known alleged violation? 

 

Complainant's name or 
identification number. 

 

Has an investigation been made?  
If a violation was found, attach the Privacy Violation Report.  If no violation was found, 
complete the following:  
Summarize findings of 
investigation. Attach additional 
sheets if necessary. 

 

Describe actions taken to 
mitigate any potentially harmful 
effects of the matter complained 
of. Attach additional sheets if 
necessary. 

 

Describe actions taken to reduce 
the possibility of recurrence. 
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Attach additional sheets if 
necessary. 
If resolved, state resolution and 
other actions taken. 

 

For all complaints, whether violation is found or not, complete the following: 
Complainant notified?***  
If yes, date of notice.  
Individual notified?  
If yes, date of notice.   
 
***Before notifying a complainant who is not the individual whose privacy rights are at issue, 
confirm whether the individual’s confidential and protected health information may be released to 
the complainant.  Contact Legal Services for assistance if necessary.  
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